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OINIPEAEJIEHUSA

B HaCcTOALIEM HJOKYMCHTE MCIIONB3YHOTCA CICAYHOLIHE TCPMHHBI H HX OIIpEac-
JICHHA.

ABTOMaTH3HPOBaHHaH CHCTeMa — CHuCTEMa, COCToAllas K3 TepcoHala U
KOMIUJIEKCa CPEACTB aBTOMATH3allMH €ro OCATEIbHOCTH, peaIu3yrollas HH(i)OpMaLIH-
OHHYIO TE€XHOJIOT'HIO BBIMMOJIHEHHS YCTAHOBJIICHHBIX q)YHKLIPII:‘I.

AyTeHTH(bHKallﬂﬂ OTHpaBHTEAsI JAHHBIX — IIOATBCPXKACHUE TOro, 4TO OT-
NpaBUTE]b MOJIYYEHHBIX JaHHBIX COOTBETCTBYECT 3as1BJICHHOMY.

be3onacHocTb NEPCOHAJIBHBIX JAHHBIX — COCTOSAHHE 3alIHIIIEHHOCTH NEPCO-
HaJIbHbBIX HNAaHHBIX, XapaKTEpHU3YyEMOEC CITOCOOHOCTEIO nonwoaareneffi, TEXHHYECKHX
CpeACcTB M HMH(OPMALMOHHBIX TeXHOJOTHH obecrneynTh KOH(QUIAECHLUHAIBHOCTD, lie-
JIOCTHOCTb U OOCTYINHOCTE II€PCOHAJILHBIX JAHHBIX IMPH HX 06pa60T1<e B uH(bopmaun-
OHHBIX CUCTEMAX MEPCOHAJIbHBIX TaHHBIX.

BﬂomeTpuqecm{e NnepcoHajibHbIE JaHHBIE — CBEICHHA, KOTOPLIC XapaKTEpH-
3YHOT (bH3PIOJ'I01"I/I‘-]€CKHe 0COOEHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX MOJKHO yCTa-
HOBHTB €ro JIMYHOCTB, BK/ItO4Yas QGororpaduu, oTrnevyaTky naibles, oOpa3 ceTyaTKH
riaza, 0COOEHHOCTH CTPOEHHUS Tella U APYTYIO MOoA00HYI0 HHMDOpMAIIHIO.

BHOKHpOBBHHB NEPCOHAJIBHBIX JaHHBIX — BPECMCHHOEC IpEeKpallcHHE c60pa,
CHCTEMATH3allMH, HAKOIUJICHHS, HCIIOJIB30BaHHSL, PaCIIpOCTPAHEHHS, IEPCOHAIIBHBIX
AaHHBIX, B TOM YHCJIC HUX IEpeaaqH.

Bupyc (KoMNbOTepHBI, NPOrpaMMHbIi) — MCIOJHSAEMBIH TPOrpaMMHBIN
KOJl MJIM MHTepIIpeTHpyeMBbIii Habop HHCTPYKLMM, 00nagaromnii CBOHCTBAMU HECaHK-
HHUOHHUPOBAHHOI'O pacCIIpOCTpaHE€HUs H CaMOBOCIIPOU3BEICHHA. C03ﬂaHHbIe ay6mﬂ<a—
Thl KOMIIBIOTEPHOTO BHpPYCa HE€ BCErla COBIIAAalOT C OPHI'MHAJIOM, HO COXPaHSIOT
CrocoOHOCTB K lI&HbHCﬁUJEMy paclpoCTpaHeHHIO H CaMOBOCITPOU3BCACHHIO.

Bpenonocnasi nporpamMma — nporpaMma, NpeiHa3sHayeHHas s OCYIIEeCTB-
JICHHA HCCAHKIIMOHHPOBAaHHOI'0 OOCTYyIa H (HJIH) BO311€I:ICTBP[H Ha IEepCOHAJIbHBIC
JaHHBIE HIITK PECYPChI HH(bOpMaHHOHHOﬁ CHCTEMBI NEPCOHAJIBHBIX TaHHBIX.

BenomorarteibHble TEXHHYECKHE CpeacrBa H CHCTEMbBI — TCXHHUYECKHE Cpell-
CTBa U CHCTEMBI, HE IIPpEAHA3HAYCHHLIC JJIs Tepeaaiy, 06p360TKH H XpaHCHHA IIEPCO-
HaJIbHBIX JTaHHBIX, YCTAHABJIMBAE€MBbI€ COBMECTHO C TEXHHYECKUMH CPEACTBAMH U CH-
CTEMaMH, IMpeaHasHa4YCHHbBIMH J1JIA 06pa60TKPl NEPCOHAJIBHBIX NaHHBIX HJIH B IIOMC-
IIEHHUsIX, B KOTOPBIX YCTAHOBJIEHBI HH()OPMALMOHHBIE CHCTEMbI MEePCOHATBHBIX
JITaHHBIX.

JlocTyn B ONMEepanHoHHYIO cpely KoMmmbloTepa (MHGOpMAIIHOHHOI cHCTe-
MBI MEPCOHAJILHBIX JAHHBbIX) — IOJY4YeHHEe BO3MOXKHOCTH 3alyCKa Ha BBITIOJIHE-
HME IUTATHBIX KOMaH[, (PyHKIMH, MpoLeIyp ONepallMiOHHONH CHCTEMBI (YHHYTOMKe-
HUS, KOIMPOBAHMs, IEPEMELLUECHUs W T.I.), UCIOJIHSEMBIX (aiIOB NMPUKIATHBIX
Mporpamm.

Jloeryn Kk HH(pOPMaLMH — BO3MOKHOCTb TOJTy4YeHUs] MHQOpPMALMKU U €e UC-
MOJIb30BaHUS.

3ak/1a104HOe YCTPOICTBO — 2JIEMEHT CpeJICTBA CheMa MH(MOPMALIHH, CKPBIT-
HO BHEZpsIeMBIH (3aKIaabIBAEMbIil MJIM BHOCHMBIH) B MECTa BO3MOYKHOTO CheMa WH-
(dopMaruu (B TOM 4Hciie B OTpaX/IeHHe, KOHCTPYKLHIO, 000pyI0BaHHE, MPEAMETHI
MHTEpbEpa, TPAHCIIOPTHBIE CPECTBA, a TAKKE B TEXHUYECKUE CPE/ICTBA U CHCTEMBI
00paboTku uHpOpMaIIIH).

3ammmaemast H”HGopMauusi — UHGOpMALMS, SBISIOLIASCS PEAMETOM CO0-
CTBEHHOCTH U IIOJUIeKallast 3allMTe B COOTBETCTBUM C TPeOOBAHHMSMH MPABOBBIX J0-
KYMEHTOB WM TpeOOBaHUSMH, YCTaHABINBAEMBIMH COOCTBEHHUKOM UH(OPMALIIH.

Hnentuduxanust — rnprcBoeHre cyobekTaM U 00beKTaM A0CTyTa HIeHTH(HU-
Katopa U (WJIM) CpaBHEHHE NPEIbsIBISEMOro UAeHTH(UKATOpa C TIepeUHeM MPHCBO-
€HHBIX UIEHTU(DHKATOPOB.



NudopMaTHBHBIH CHIHAJ — 3JIEKTPUYECKUE CUTHAIIBI, aKyCTUYECKUE, dJIEK-
TPOMarHUTHBIE U Apyrue (u3M4ecKue IoJist, Mo rapamerpam KOTOPBIX MOJKET ObITh
packpbiTa KOHGHIeHIMATEHAS HHpOpMaIMsl (MTepCcoHaIbHBIE JaHHBIE) 0OpadaThiBa-
eMasi B UHQOPMALIMOHHOM CUCTEME MePCOHATTBHBIX JIaHHBIX.

Hudopmaunonnas cucrema nepconajbubiX aanHbiX (MCII/In) — undop-
MallMOHHasA CHUCTEMA, NPEACTaBIAKOIIAA coboit COBOKYIIHOCTE II€PCOHAJIBHBIX [JaH-
HBIX, COICPKAIIUXCA B Daze JaHHBIX, 4 TaKKC I’IH(I)OPM&L[HOHHLIX TEeXHOJIOTHH U TeX-
HHUYECKHX CPEACTB, MO3BOJAIOIIHX OCYLICCTBIATH 06pa60TKy TaKHX MMEPCOHAJIbHBIX
JaHHBIX C HUCIIOJIB30BAHHEM CPCACTB aBTOMATH3allUU HUITH 0e3 HCIOoJb30BaHUs TAKHX
CpeaCTB.

HudopmannoHHble TeXHOJIOIHH — TPOLIECCHI, METO/IBI MOKCKa, cOopa, Xpa-
HeHMsl, 00pabOTKH, MPEIOCTABICHHS, PACMpPOCTpaHeHHs] WH(POPMAIMK U CIIOCOOHI
OCYLLIECTBJIEHHUS TAKUX MPOLIECCOB U METO/IOB.

Hcnonb3oBaHue NMepcoHaIbHBIX AaHHBIX — JIeHCTBUS (Onepauuu) ¢ nepco-
HaJIbHBIMU JaHHBIMH, COBEpIUaeMble ONepaToOpoM B LEJSAX MPUHATHSA PELIeHHH WK
COBEPULICHUA HHBIX HeﬁCTBHﬁ, MOpOKAAUIHNX HOPHIHYCCKHUE ITOCICACTBHA B OTHO-
HIEHHH CyGBeKTa MEPCOHAJNIBHBIX JaHHBIX HJIA APYTUX JIHUL 1100 MHBIM 06pa30M 3a-
TparuBaroIIMX NMpaBa U cBOOOIbI CyObeKTa MepCOHaTbHBIX JaHHBIX HIH APYTHX JIHII.

Hcerounuk yrpossl 6e3onacHocTH HHGOPMALMH — CyOBEKT J0CTyMa, MaTe-
pUATBLHBIA 00BEKT WK (U3UYECKOe SIBIICHHE, SIBIISIOIINECS] IPUYHHON BO3HUKHOBE-
HMsI yrpo3bl 0€30MacHOCTH HHPOPMALIUH.

KonTtposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHSL, 31aHHE, YaCTh 3aHHS,
MOMEILIeHHE ), B KOTOPOM UCKITIOYEHO HEKOHTPOIMpyeMoe NpeObIBaHHEe MOCTOPOHHUX
JL, a TAKXKE TPAHCIIOPTHBIX, TEXHUUECKUX U HHBIX MaTepHATbHBIX CPE/ICTB.

KonpuaeHumaibHOCTh NepcoHAILHBIX JAaHHBIX — 00s3aTelbHOe ISl CO-
OyroZIeHMsT ONIEPATOPOM MJIM MHBIM TOTYUYMBIIMM JIOCTYTI K MEPCOHATBHBIM JIAHHBIM
oM TpeboBaHUe He JIOIYCKaTh UX pacrpocTpaHeHue 0e3 cornacusi cyObeKTa nep-
COHAJTbHBIX JIAHHBIX WA HAJTMUHUSI HHOTO 3aKOHHOTO OCHOBAHHSI.

Me:xkceTeBoil IKpaH — JIOKaIbHOE (OJHOKOMITOHEHTHOE) WM (DYHKIIMOHAIb-
HO-pacIpe/ie/IeHHOe IPOrpaMMHOE  (IIPOrpaMMHO-ANINApaTHOE) CPe/ICTBO  (KOM-
IUIEKC), peain3ylolliee KOHTPOJIb 3a HH(pOpMallieH, nocTynaroiieil B HHGopMarmoH-
HYIO CHCTEMY MEPCOHATBHBIX JAaHHBIX U (WIM) BBIXOAsIIEH M3 MHGOpMALMOHHOH
CUCTEMBI.

Hapyummireb 0e30MacHOCTH NMepPCOHATBHBIX JAHHBIX — (DU3HYECKOE JIULIO,
CJIy4aifHO WJTM MpeIHAMEepPeHHO COBepllatollee AeHCTBUS, CJISCTBHEM KOTOPBIX SIBIISI-
eTCsl HapylIeHHe 0e30MacHOCTH MEePCOHATBHBIX IaHHBIX MPH UX 00paboTKe TeXHHYe-
CKUMM CpeJICTBAaMH B HHPOPMALIMOHHBIX CHCTEMaX MePCOHATBHBIX IAaHHBIX.

HeaBromaTu3upoBannasi o0padoTka nepcoHaJibHbIX AaHHBIX — 00paboTka
NEPCOHAJIBHBIX JaHHBIX, COACPKAIIIUXCA B HHQ)OPM&HI’IOHHOI\:I CHCTEME IIE€PCOHATIb-
HBIX OaHHBIX MO0 U3BJIEYEHHBIX M3 TaKOM CHUCTEMBI, CHHTACTCA OcyLU,BCTB.IleHHOI\;I
0e3 HCIOJIL30BaHUs CpE€ACTB aBTOMATH3allHuH (HGHBTOM&THBHPOB&HHOﬁ), €CJIM TaKHe
JIEUCTBUS C NEePCOHAJIbHBIMH JTaHHBIMH, KaK HCIIOJIB30BAHHUE, YTOHHCHHE, paclipo-
CTpaHCHHUE, YHHYTOMXCHHE TMMEPCOHAJIBHBIX JAHHBIX B OTHOLICHHWH KaxXJI0ro U3 C}/6Tr
€KTOB IE€PCOHAJIBHLIX HAaHHBIX, OCYLUECTBJIANOTCA IIpH HEIOCPEACTBEHHOM YYaCTHH
YeJIOBEKaA.

HepnexiiapupoBaHHble BO3MOKHOCTH — (DYHKUMOHAIBHBIE BO3MOYKHOCTH
CPEICTB BBIUMCIUTENILHON TEXHUKH, He OINUCAHHbLIC WM HE COOTBETCTBYIOIINE OIH-
CaHHBIM B JOKYMEHTALIMH, MPU MCIIOJB30BAaHUH KOTOPBIX BO3MOYKHO HapyllleHHEe
KOH(UIEHIIMATBHOCTH, JOCTYITHOCTH WM LEJIOCTHOCTH oOpabarhiBaeMoil MH(pOp-
MallUH.

HecaHkunoHupoBaHHbII 10cTyN (HeCAHKUHOHHPOBAHHbIE J1eHCTBHS) —
JIOCTYT K MH(OpMaLMK WK AeHCTBUs ¢ HH(OpMaLMel, Hapylarollie MpaBuia pas-
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T'PaHUYCHNUS IOCTYIIA C UCIIOJIb30BAHUEM LLUTATHBIX CPE/ICTB, MPEIOCTABIIAEMbIX HH-
(QOpMaLOHHBIMU CHCTEMaMHU [IEPCOHATBHBIX JaHHBIX.

Hocurenan undopmannm — Gpusiyeckoe MO WM MaTepUATLHBINH 0OBEKT, B
TOM YHCIe PHU3MYECKOE TOJIe, B KOTOPOM HH(OpPMALKS HAXOTUT CBOE OTPAKEHHE B
BHJIE CHMBOJIOB, 0Opa30B, CUrHA/IOB, TEXHUYECKUX PELICHHUI U TIPOLIECCOB, KOMYE-
CTBEHHBIX XapaKTePUCTUK (HU3NYECKHX BEJIUYHH.

OGesMynBanHe NMepCOHANBHBIX AAHHBIX — JIEHCTBUSA, B pe3yibTaTe KOTO-
PBIX HEBO3MOXHO ONPENEIUTH IPHHAINEKHOCTh NMEPCOHANBHBIX JAHHBIX KOHKpET-
HOMY CyOBEKTY MepCOHABHEBIX JaHHBIX.

OGpaGoTka nepcoHATLHBIX IAHHBIX — JeiiCTBHS (Omepamun) ¢ NepPCOHAIb-
HBIMM JIaHHBIMH, BKJTFOYast COOp, CMCTEMATH3ALMIO, HAKOTUIEHHE, XpaHEHHE, YTOUHe-
HUe (OOHOBIIEHME, H3meHeHHe§, UCIIOJIb30BaHKe, PaclpoCTpaHeHue (B TOM 4HCIIE
nepenady), obesnuuMBaHue, OJOKHPOBAHHE, YHUUTOXKEHHE IEPCOHATBHBIX JaH-
HBIX.

ObwenocTynuble nepcoHaibHble JaHHbIE — IEPCOHATBHBIE JaHHBIE, J0CTYII
HEOrpaHU4EeHHOI0 Kpyra JIML K KOTOPBIM MPEJI0CTaBIeH C COrIacus cyGheKTa mepco-
HaJIbHBIX JaHHBIX WK HA KOTOPBIE B COOTBETCTBUH C (hellepalbHBIMU 3aKOHAMH He
pacnpocTpanseTcs TpeboBaHHe COOMONEHUS KOHPUAEHIIMATBHOCTH.

Oneparop (nepconanbHbIX AaHHBIX) — TOCYJaPCTBEHHEIN opraH, MyHHIH-
MaJbHEIH OpraH, IOPHIMYECKOE HIM (M3HUYECKOe JIMLO, OpraHu3ykolee H (WIH)
OCYILECTBILTIOLIEe 00pabOTKY NepCOHANBHBIX JAHHBIX, & TAKIKE ONPeIeEOLLe 1ie-
JIM ¥ cofiepyKaHue 0OpabOTKH NMePCOHATBLHBIX JaHHBIX.

Texnuyeckne cpeacTBa HMHGPOPMALMOHHON CHETEMBI TEPCOHATBHBIX
AaHHBIX — CPEZICTBA BEIYUCIIUTENLHON TEXHUKH, HH(OPMAIIMOHHO-BEIYUCITUTETHHBIE
KOMIUICKCBI W CETH, CPe[CTBAa M CHUCTEMBI Iepenaud, npuema U obpabotku I1/IH
(CpescTBa M CHCTeMBI 3BYKO3AINCH, 3BYKOYCHJIEHHS, 3ByKOBOCIPOH3BE/ICHHS, nepe-
TOBOPHBIE ¥ TEJICBU3HOHHBIC YCTPOMCTBA, CPEICTBA U3rOTOBIICHHS], THPAKAPOBAHUS
AOKYMEHTOB W Npyrue TeXHUYECKHE CPEeNCTBa 0OpabOTKH pedeBoH, rpaduueckoi,
BHICO- 1 OyKBEHHO-LIM(pPOBOH HH(pOPMALHH), IPOrPAMMHBIE CpPeJICTBA (ONepaIoH-
HBIC CHCTEMBI, CHCTEMBI YIIpaBJIeHUs 0a3aMH JaHHBIX H T.IL.), CPEJICTBA 3ALMTHI HH-
(popmarmu, MpUMeHsieMble B MH(OPMALHOHHBIX CHCTEMaX.

IlepexBat (uHpopmMaunn) — HempaBoMepHOE MONyYeHHe UH(pOpMaIIUU ¢ HC-
NO/Tb30BAHNEM TEXHHYECKOIO CPEACTBA, OCYIIECTBIAIOILEro O0HapyKeH e, IPHeM H
00paboTKy HH()OPMATHBHBIX CUTHANIOB.

IlepcoHanbuble nanHbIe — mo6as HHOOPMALKS, OTHOCSIIAACS K ONpe/eseH-
HOMY WJIM ONpeJeNseMOMy Ha OCHOBaHMM TaKol HHGOpMAUWd (U3HYECKOMY JIHILY
(cyOBeKTY MepcOHANBHBIX NAHHEIX), B TOM YHCIE €ro haMHIHSA, HMs, OTIECTBO, TOJl,
MeCsll, ata U MECTO POXKJIEHHS, alpec, ceMelHoe, COLHAIbHOE, HMYIIECTBEHHOE
MoJI0KeHHe, 00pa3oBaHue, Mpodeccus, T0X0/bl, Apyras HHPOPMAIIHS.

[loGounble 31€KTPOMATHHTHBIE H3JIyYeHHS] H HABOAKH — 3JeKTPOMArHmT-
HBIE M3/Ty4EHHS TEXHUYECKHX CPEeJICTB 00pabOTKM 3aluuinaeMoil MH(OpMAIHH, BO3-
HHKAIOIUe KaK 000YHOe SB/IEHHE U BBI3BAHHbIE HJIEKTPHYECKIMH CHTHAIAMH, Jei-
CTBYIOIIMMH B UX 3JIEKTPUYECKHX W MAarHUTHBIX LEISX, & TAK)Ke 3JeKTPOMAarHHTHBIE
HAaBOAKHM 3THX CHUTHAJIOB HA TOKONPOBOSIIIHE JIMHUH, KOHCTPYKLUH ¥ IeTTH [TUTAHMUA.

MoMTHKA «YHCTOrO CTO/A» — KOMIUIEKC OPraHM3allMOHHBIX MepOIPHSTHII,
KOHTPOJMPYIOLIUX OTCYTCTBHE 3alMChIBaHUS Ha OYMa)KHbIe HOCHUTEIH KIIOYeH W aT-
puOyTOB jlocTyna (Taponeit) 1 XpaHeHHs UX BOMU3M 00BEKTOB JOCTYIIA.

ITosb30BaTenb HHPOPMALHOHHOI CHCTEMBI MEPCOHANBHBIX JAHHBIX — JIH-
L0, y4acTByIoIee B (yHKUMOHMPOBAHMY HHPOPMALOHHOMH CHCTEMEI MepCOHAIBHBIX
JIAaHHBIX WM HCTIOJIB3YIOLIEE Pe3yJIbTAThI ee (PYHKIIHOHUPOBAHHS.

IIpaBuiia pasrpannyenusi J0CTyna — COBOKYIHOCTh MPaBHI, periamMeHTH-
PYIOIIMX NpaBa JOCTyIa CyOBEKTOB 1OCTya K 00beKTaM J0CTYTIA.
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IIporpammuas 3aKkjaaka — KOJ NPOrpaMMel, [PeJHAMEPEHHO BHECEHHBIH B
NpOrpaMMy C LEJIBIO OCYLUECTBUTH YTE€YKY, U3MEHUTh, OJIOKUPOBATh, YHUYTOXKHTH
HHPOPMALMIO MIIM YHHYTOXKHTH U MOIU(DUUMPOBATH IPOrpPaMMHOE ObeCIeYeHHe
MH(QOPMALIMOHHON CHCTEMBI NIEPCOHANBHBIX NAHHBIX U (WIH) 6JIOKMPOBATH ammapar-
HbI€ CpeJ/ICTBa.

IIporpamMmHuoe (mMporpaMMHO-MaTeMaTH4YeCKOe) BO3/IefiCTBHE — HeCaHKIH-
OHMPOBaHHOE BO3JCHCTBHE Ha PeCypChl aBTOMATH3UPOBAHHON MH(OPMALIOHHON CH-
CTEMBI, OCYILECTBIIIEMOE C UCIIOIb30BaHUEM BPEIOHOCHBIX [TPOrPaMM.

PackpreITHE NMepPCOHAIbHBIX JAHHBIX — YMBILIIEHHOE WK ClydaifHOe Hapy-
IIEHWE KOH(MUIEHIMATBHOCTH TI€PCOHATBHBIX JaHHBIX.

PacnpocTpanense nmepcoHabHBIX JaHHBIX — JEHCTBUS, HANpaBleHHbIE HA
nepeiady NEPCOHANBHBIX JAHHBIX ONpeAeNeHHOMY Kpyry Jui (mepegada mHepco-
HAJNBHBIX J[AHHBIX) MJIM HA O3HAKOMJIEHHE C IePCOHAIBHBIMU JAHHBIMH HEOIPAHH-
YEHHOrO Kpyra JIMI, B TOM YHClle 00OHAapOOBaHME NePCOHANBHBIX JAHHBIX B CpPeJ-
CTBax MacCOBOM nH(opMaImu, pa3MeleHne B UH(}OPMAIIMOHHO-
TEJICKOMMYHHKALMOHHBIX CETSX WM NpeloCTaBIeHHe MOCTyNa K MepCOHATBHBIM
JTaHHBIM KaKUM-THOO HHBIM CIIOCOOOM.

Pecypc unpopMaunoHHOI CHCTEMBI — HMEHOBAHHBIH 3JIEMEHT CHCTEMHOTO,
NPUKJIaJIHOrO MM aNIapaTHOro obecreyeHus (yHKIHOHMPOBAaHMSA HH(POPMALHOH-
HOH CHUCTEMBI.

Creunajibuble KaTeropHH NMePCOHANLHBIX JAHHBIX — [IEPCOHABHbIE JaH-
HbI€, KacaloLI1ecs: pacoBOM, HALMOHANIBHOM MPUHAIEKHOCTH, TOJIUTHYECKHX B3IJIs-
JI0B, PETUTHO3HBIX WK QUIOCODCKHX yOeXKAeH N, COCTOSHUS 3710POBbS X HHTHMHOM
XKHU3HHU CyOBEKTa MepCOHAIBHBIX JaHHBIX.

CpeacrBa BbIMHCIUTETLHONH TEXHHKH — COBOKYITHOCTh MPOTPAMMHEIX H
TEXHUYECKMX OJIEMEHTOB CHCTEM O0pabOTKHM JaHHBIX, CIIOCOOHBIX ()YHKLIMOHHPO-
BaTb CAMOCTOSTEIBHO HIJIM B COCTaBE JIPYTUX CHCTEM.

Cy0bexT poctyna (cy0beKT)— JIMIO WM NpOLECE, NEHCTBHS KOTOPOro pe-
MIAMEHTHPYIOTCSI IPAaBUJIAMH pa3rpaHUYeHHsl JOCTYTIA.

Texnnueckuii kKaHAT yTeukH HHPOPMALUMH — COBOKYITHOCTb HOCHTEISI HH-
opmarn (cpencTsa 006paGoTKH), (PH3MUECKON CPefbl pacipoCTpaHeH sl HH(OPMa-
THBHOI'O CUTHAJIA ¥ CPEICTB, KOTOPBIMH JI00BIBAETCS 3alluInaemMas HHGpOpMarusl.

TpaHcrpanuvHasi mepesaya nepcoOHA/IbHBLIX AAHHBIX — Mepenada Iepco-
HaJIbHBIX JaHHBIX OIepaTopoM uepe3 ['ocynapcTBeHHY0 rpaHuly Poccuiickoii ®e-
JI€palii OpraHy BJIaCTH MHOCTPAHHOIO rocylapcTBa, (PU3HYECKOMY WIIH IOpHIMYe-
CKOMY JIMIy HHOCTPAHHOT'O IOCYIapCTBa.

Yrpose1 Ge30nmacHOCTH NepcoHATBLHBIX AAHHBIX — COBOKYITHOCTD YCIIOBHIT 1
(haKTOpOB, CO3/IAIOIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CITy4JaiHo-
IO, I0CTyIa K IEPCOHAIBHBIM JIaHHBIM, PE3YJIETATOM KOTOPOTO MOXKET CTaTh YHH-
YTOXKEHHE, W3MEHeHHe, ONOKMpOBaHMe, KOMMPOBAHUE, DACIpOCTPaHEHHe Mepco-
HaJIbHBIX [aHHBIX, @ TAKKe WHBIX HECAaHKIIMOHMPOBAHHBIX NEHCTBHI MpH MX 00pa-
00TKe B HH(OPMAIMOHHOM CHCTEME MEPCOHANTBHBIX JAHHbIX.

YHHUTOKEeHNE NepCOHAILHBIX IAHHBIX — JeHCTBHSI, B pe3y/IbTaTe KOTOPBIX
HEBO3MOYKHO BOCCTaHOBUTb COACPIKaHHUE IMEPCOHATBHBIX JAHHBIX B MH(DOPMAIOH-
HOH CHCTeME MEepCOHATIBHBIX JAHHBIX WM B PE3y/bTare KOTOPHIX YHUUTOKAFOTCSI
MaTepHaTbHBIC HOCUTENIH NIEPCOHATBHBIX JAHHEIX.

Yreuka (3ammmaemoii) HHGOPMALMH MO TeXHHYECKHM KAHAJIAM — He-
KOHTPOJIUPYEMOE pacrpoCTpaHeHUe MH(GOPMAIMKH OT HOCHTENs 3aLMIIAeMON HH-
popmaru yepes (§H3quc1<y}0 Cpemy 10 TeXHUYECKOTO CPelCTBa, OCYIIECTRIISIOLIE-
ro nepexsaT UHPOPMaIUH.

Yupe:xnenne — yapes/IeHHs 31paBOOXpAHEHHUs, COLMATBHOI cdepsl, Tpyaa U
3aHATOCTH.



VYsI3BUMOCTB — €1a00CTh B CPE/ICTBAX 3allIUThI, KOTOPYIO MOKHO HCIIOJNB30-
BaTh JJIsl HAPYILLICHUS] CUCTEMBI WITH COZIep Kallieiics B Hell I/IH(gOpMaHI/IH.
IesocTHOCTE MHpOPMALMH — CLIOCOOHOCTE CPEICTBA BEIYMCIIATEILHOMN TeX-
HUKH WM aBTOMaTH3UPOBAHHOW CHCTEMBI 00ecreunBaTh HEM3MEHHOCTh MH(pOpMa-
LIMU B YCJIOBHSIX CJTy4aiHOro W/WJIH [peHaMepEHHOTO UCKaKeHHs! (pa3pyLIeHHS] ).



OBO3HAYEHUS U COKPAILIEHU A
ABC — aHTHBHUpYCHBIE CpeficTBa
APM —aBToMaTU3pOBaHHOE paboyee MEeCTO
BTCC — BcriomorarenbHble TEXHHYECKHE CPENICTBA U CUCTEMEI
HCTI/T1 — nHpOpMaMOHHasI CHCTEMA IEPCOHATBHBIX JAHHBIX
K3 — xoHTpONnupyemast 30Ha
JIBC — nokanbHast BEIYHCIIUTENNBHAS CETh
MD — mexceTeBoit 3KpaH
HCJI — HecaHKIIMOHUPOBAHHBIH I0CTYII
OC — onepaloHHas cucTeMa
IT/TH — nepcoHaIbHBIE TaHHBIE
ITMB — nporpamMmHo-MaTeMaTH4YecKoe Bo3AeiicTBHE
ITO — nporpammHOe oGecrieueHue
[TOMHH — moGoyHble 3eKTpOMArHUTHEIE M3ITYYEH s 1 HABOIKH
CA3 - cucTteMa aHayIM3a 3aIMUILEHHOCTH
C3HU — cpenctra 3ammuThl HHGOpPMaLUH
C3I1/In — cucTeMa (IOACHCTEMA) 3aIIUTHI IEPCOHATBHBIX JAHHBIX
COB - cuctema o6Hapy ) eHHs BTOP:KEHHIH
TKY U — Texaudeckre KaHTb yTeUKd MHGOpMALUH
YBII/IH — yrpo3bl 6e30MacHOCTH MEePCOHATBHBIX JAHHBIX



BBEJAEHUE

Hacrosmas Tlonutika nndopmannonHoii GesonacHocTH yupeskaeHus (gaiee
— Ilonutrka), paspaboraHa Ha OCHOBe MeToaMuecKux peKOMEeHAalui MpunucTtep-
CTBa 3[IpaBOOXPAHEHHs U COLHAILHOro pa3BuTus PO, saBisercs opuuuanbHbIM 10-
KYMEHTOM, pa3pabOTaHHbIM B COOTBETCTBHM C LENSIMH, 33JaUaMy H MPHHLMIAMHU
obecrieyeHns 6€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX M3IIOKEHHBIX B KOHIEMIHN HH-
dopmanronHoii 6ezonacuoctu UCIIJT YVupexnenus.

[lonuTnka paspaboTaHa B COOTBETCTBHU ¢ TpeGOBaHHSIMH DenepanbHoro 3a-
KoHa oT 27 uromnsa 2006 r. Ne 152-®3 «O MEPCOHANIBHBIX JAHHBIX» M MTOCTAHOBICHUS
[IpaBurenscrsa Poccuiickoit @enepaunnu ot 11 HosGps 2007 . Ne 781 «O6 yTBEp-
xnennn [onoxenus 06 obecneueHnn Ge30NacHOCTH MEPCOHATBHBIX JAHHbIX pU UX
00paboTKe B HHYOPMAIMOHHBIX CHCTEMAX MePCOHANLHBIX JAHHBIXY», HA OCHOBAHHH:

- «PexomMeHnalmii Mo oGecreveHni0 (Ge30MACHOCTH TEPCOHANBHBIX JAHHBIX
mpH UX 00paboTKe B MH(MOPMAIMOHHBIX CHCTEMAX MepPCOHATBHBIX JAHHBIXY, yTBep-
’KIeHHbIX 3amectuteneM aupektopa ®CTIK Poccuwn ot 15.02.2008 r.,

- «TMMoBEIX TpeOGOBaHUIT MO OpraHM3aLMU U 0GECIIeYeHHUIO GyHKIIHMOHHpOBA-
HUS WH(QPOBATBHBIX (KPUTITOrpahHIeCKHX) CPeICTB, NpeIHA3HAYEHHBIX ISl 3allHTh]
MH(OPMaIMK, He COAEpKallell CBeleHHl, COCTABIISIONMX rOCyIapCTBEHHYIO TalHY
B CTy4ae M3 UCIOJIL30BAHUS [Is oOecreyeHus 6e30acHOCTH EePCOHANBHBIX TAHHbBIX
MpH UX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMAX MepPCOHATBHBIX JAHHBIXY, yTBep-
KIeHHBIX pykoBoacTBOM 8 Llentpa @CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Tlonuruke onpenenens! tpeGosanus k nepcornany MCII/{H, cTerneHs oTBeT-
CTBCHHOCTH IME€PCOHANA, CTPYKTypa W HEOOXOAMMBIH ypOBEHb 3alMINEHHOCTH, CTa-
TyC M JIOJDKHOCTHbBIE OOSI3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a ObecredeHue
besonacHocTH nepcoHanbHbIX AaHHbIX B UCIT/IH Yupexnenus.




1 O0uue moaokeHUs

Ilensro HacTosmei [TonutHku gBnsercs obecreyeHne 6€300aCHOCTH 0OBEKTOB
3QLUTEl YYPEKAEHUS OT BCEX BUJIOB yIp0O3, BHEIIHUX W BHYTPEHHHX, YMBILIIEHHBIX
M HelnpeIHaMEpPEeHHBIX, MHHMMH3alMs yiiepba OT BO3MOXKHOH peanu3allid YIrpo3
6ezonacuoctu [T/Ix (YBITIH).

be3omacHOCTs NepCOHANBHBIX MAaHHBIX JOCTHIAETCS IIyTeM HCKIIOYEHHS He-
CaHKLIMOHMPOBAHHOI'0, B TOM YHCJIE CIy4aiHOro, JOCTYIA K MePCOHAILHEIM JaHHBIM,
pe3yJIbTaTOM KOTOPOrO MOXKET CTaTh YHHYTOXKEHHE, U3MEeHEeHHe, BJIOKHPOBaHUE, KO-
MTHPOBaHKE, PACIpOCTPAaHEHUE IePCOHATBHBIX JAaHHBIX, a4 TAKXe WHBIX HECAHKIIHO-
HHUPOBAHHBIX JCUCTBUH.

Mudopmanys 1 cBA3aHHbIE ¢ Hell peCypChl IOKHEI OBITh JOCTYITHBI JUIS aBTO-
PU30BaHHBIX NOJB30BaTeNed. JIOMKHO OCYLIECTBIATECS CBOEBPEMEHHOE OGHApyKe-
HUe ¥ pearupoBaHue Ha YBIT]H.

JIOJKHO OCYIIECTBIATECS MpeJOTBpallleHHe MpeJHAMEPEHHBIX MIH Ciy4Yaii-
HBIX, YACTUYHBIX WJIM IOJHBIX HECAHKIHOHHUPOBAHHBIX MOTU(DUKAIMHA WM YHHUYTO-
YKEHHS TaHHBIX.

CocrtaB 00BEKTOB 3alUUTHI MpejacTaBied B [lepeyHe NMepcoHANbHBIX AaHHBIX,
DOJUIeKAITUX 3all1Te.

Cocras MCIT/1a moutexaIuux 3amuTe, NpeacTasicH B OT4eTe 0 pesyipTaTax
NIPOBE/ICHUS BHYTPEHHEH IIPOBEPKH.
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2 Obnacrp aeiicTBHs
Tpebosanus nactosiuelt IToMUTHKH pacIpOCTPaHSAIOTCS HA BCEX COTPYIHHUKOB
Yupexnenus (WTaTHBIX, BPEMEHHBIX, pabOTAIONIUX MO0 KOHTPAKTY U T.IL.), @ TAKKE
BCEX MPOYMX JIHL (TTOAPSTYUKH, Ay IUTOPEI U T.11.).
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3 Cucrema 3alIMTHI EPCOHATBbHBIX JaHHBIX

Cuctema 3amuTsl nepcoHanbHbIX qaHHbIX (C3I1/IH), CTPOMTCS HA OCHOBAaHHH:

- Oryera 0 pe3yJbTaTax NPOBeeHHs BHYTPEHHEH IIPOBEPKH;

- [lepeyHs nepcoHaNbHbIX JaHHBIX, [TO/UIEKAIIMX 3AIIHUTE;

- AKTa Knaccuukaly MHGOPMalMOHHOM CUCTEMBI IEPCOHAIBHBIX JIaHHBIX;

- Monenu yrpo3 6e30nacHOCTH EPCOHANILHBIX JaHHBIX;

- [lonoxxeHust 0 pasrpaHMYeHUH NOpaB JOCTyma K 06pabaThiBaeMbIM I1€pCO-
HaJILHBIM JaHHBIM;

- Pykosopsamux nokymentoB ®CTOK u @CB Poccuu.

Ha ocHOBaHMM 3THX NOKYMEHTOB OIpeeNseTcss HeOOXOAUMEIH YpOBEHb 3a-
uiieHHOCTH [T/{H kaxnon MUCITH Vupexnenus. Ha ocHOBaHHMH aHa/IM3a aKTyalb-
HBIX yrpo3 GesomacHocTy IT/IH onucanHoro B Mozenu yrpos u Oryera o pe3ynsTa-
Tax TMPOBEJIEHHs BHYTPEHHEH IIpOBepKe, JeNaeTcs 3aKIIoueHHe O HeOOXOAMMOCTH
UCIIOJIb30BaHUS TEXHUYECKUX CPEe/ICTB M OPraHU3allMOHHBIX MEPOIIPHATHIA [T obec-
nedenus O6eszonacHocTH I1/1H. BeibpanHble HEOOXOAUMbIE MEPOIIPHATHS OTPAKAIOTCS
B [l1ane MmeponpusaTHii no obecrnevenunro 3amuTs! [11H.

s xaxpo# MCII/IH nomkeH OBITh COCTaBIIEH CIIUCOK UCIIONB3YEMBIX TEXHH-
YECKUX CPEJCTB 3allHUTEHI, 8 TaK )K€ MPOrpaMMHOr0 O0eCHeUeHHs yYaCTBYIOILIETO B
obpabortke I1/1H, Ha Bcex anemenTax MCIT/IH:

- APM none3oBareneii;

- CepBepa nprIIoKeHHI;

- CYBJ;

- I'panuua JIBC;

- Kananos nepesiauu B ceTH 0OIIero moib30BaHusi U (W) MeXIyHapOIHOIO
oOMeHa, eciu 1o HUM nepenarorcs [1[H.

B 3aBucuMoCTH 0T ypoBHs 3amiieHHoctd VICIIJIH W akTyalbHBIX YIrpos,
C3IT/I1 MoXeT BKIIIOYATH CIIEAYIOLIHe TEXHHYECKHE CPEICTBA!

- aHTUBUPYCHBIE CPEICTBA Ul pabO4YMX CTaHLUH [10JIb30BaTeNell U CepBEPOB;

- CPeJICTBA MEXKCETEBOr0 3KPaHUPOBAHMUS;

- cpeAcTBa KpUnTorpaduueckoi 3aumTsel HHQOPMALHH, NPH Tepeade 3alH-
m1aeMoil MH(OpMaIMH 10 KaHaJIaM CBSI3H.

Tak ke B CIMCOK JOJIKHBI OBITH BKITFOUEHBI QYHKIMH 3alIMTHI, 00ecIeyrBae-
MbIe LITAaTHBIMH cpencTBamMu obpaboTtku [1[lH onepaunonHsiMu cucremamu (OC),
npukiaaneM [10 u cnenuanbHBIMU KOMIUIEKCAMH, PEaH3YIOIIMMU CPeICTBA 3allly-
Tbl. CIIHCOK OYHKLHUH 32U ThI MOYKET BKITIOYATE:

- YIpaBJIeHHEe U pa3rpaHUyYeHue JOCTyIa MoJab30BaTelei;

- PeTUCTpALIHIO ¥ YYET AeHCTBUHA ¢ HH(OpMaIUeH;

- - o0ecrnieuynBaTh HETOCTHOCTh JaHHBIX;

- - IIPOU3BOAMTE OOHAPYKEHHUH BTOPIKEHHH.

CrucoK UCIoIb3yeMBIX TEXHUYECKUX CPEICTB OTpaxkaercs B [ImaHe mMeporpu-
STHI 10 OOECIeYEeHHIO 3alUThl MePCOHAIbHBIX JAaHHbIX. CHHCOK HCIONb3yeMbIX
CPEeICTB MOJDKEH MOAAEPKHBATHCS B aKTyaJlbHOM COCTOSIHHH. [IpH m3MeHeHUH co-
CTaBa TeXHHYECKUX CpeACTB 3aiuutel uid anemeHToB MCII/IH, cooTBeTCcTBYyIOIIME
M3MEHEHUsI JIOJDKHBI ObITh BHeCeHbl B CHHCOK ¥ YTBEPHKIEHBl PYKOBOAMTEIEM
Y4pekIeHHs WK JTHLIOM, OTBETCTBEHHBIM 3a o0ecrnieyeHue 3ammTsl [1/1H.
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4 TpeGoBanusi k noacucremam C3I1/In

C3IT/Ix BKIIO4aeT B cedsl CleayroLye NoACUCTEMBI:

- YIIpaBJIeHHS JOCTYIIOM, PETUCTPAllUK U YUeTa;

- obecrnie4eHusI LIeIOCTHOCTH U AOCTYITHOCTH;

- aHTUBUPYCHOM 3alLUTHI;

- ME)KCETeBOI0 3KpaHUPOBAaHHUS,;

- aHAJIM3a 3alUUICHHOCTH;

- 0OHapy»KeHUs BTOPKEHUH;

- KpUnTorpaguueckoi 3aiuThl.

IToncucremsr C3IIIH uMerOT pa3nuyuHBIA (QYHKUHOHAT B 3aBHCHMOCTH OT
kiacca VICII/IH, onpeneneHHoro B AKTe KiaacCHGHKALMHA MHGOOPMALIMOHHOMN CHUCTe-
MBI_II€PCOHANBHBIX NaHHBIX. CrnHcok coorBeTcTBHS ¢yHKuud momcuctem C3I1/x
KJaccy 3alllMILeHHOCTH npezacTasieH B [Ipunoxenun.

4.1 IloacucTemMbl ynpaB/aeHHs JOCTYIIOM, PerHCTPALHH H y4YeTa

Iloncucrema ynpaBiaeHHMs OOCTYIIOM, PETHCTPaLlMH M ydeTa NpeqHa3HaueHa
1T peaju3alyy CIeqYOMMX (QyHKIIHM:

- HIEHTU(QHKALKMU U TIPOBEpKa MOMNTHHHOCTH CyOBEKTOB JOCTYIA MIPH BXOIE B
HNCI1/n;

- MICHTH(QHKALMM TEepMHHAJIOB, Y3JI0B CETH, KaHAJIOB CBA3M, BHELIHHX
YCTPOMCTB IO JIOTHYECKUM HUMEHaM;

- WIeHTUGHKALMK TTPOrpaMM, TOMOB, KaTajoros, GaiiioB, 3amnuceii, monei 3a-
nuceil o UMeHaw;

- perucTpanuy BXoja (BBIX0Ja) CYOBEKTOB JOCTYNa B CUCTEMY (K3 CHCTEMBI),
b0 perucTpauus 3arpy3Kd U HHULUATH3AHK ONEePalAOHHOM CHCTEMBI U €€ 0CTa-
HOBA. |

- PErrCTpaluy MOMNBITOK NOCTYyINa MPOrpaMMHBIX CPeACTB (IporpamMm, Mmpolec-
COB, 3a/1a4, 3aJaHMi) K 3alluIIaeMbIM QaiinaM;

- PETMCTPALKH IONBITOK JOCTyNa IPOrpaMMHBIX CPEJICTB K TepMHHANaM, Ka-
HaJiaM CBsI3d, IporpaMMmaM, TOMaM, Kartajuoram, ¢ainam, 3amucsmM, moJIsiM 3aucei.

IToncucrema ynpaBneHUs: OOCTYIIOM MOXeT OBIThH peajii30BaHa C IIOMOILIBIO
IITATHBIX cpeAcTB 0bpaborku I1J[H (onepanuoHHbIX cucTeM, mpunoxenuit u CYB]).
Tax xe MoXeT ObITb BHEIPEHO CIIENHATbHOE TEXHHYECKOE CPENCTBO MM HUX KOM-
TUIEKC OCYIIECTBIAIONIME JOIOIHHUTENbHbIE MEPEI 10 ayTEeHTH()HUKALNN U KOHTPOJIO.
Hanpumep, nprMeHeHNe eIMHBIX XpaHWIIMIL YYETHBIX 3alicel moap30Barelield H pe-
TUCTPALlMOHHONW MH(OpPMaLMK, HCIIONb30BaHHE OMOMETPUYECKHX H TEXHHYECKHX (C
MIOMOLLBIO 3JIEKTPOHHBIX IIPOITYCKOB) MEp ayTeHTH()HKAIIUH B APYTHX.

4.2 IToacucrema obecnevyeHHs: HeJTOCTHOCTH H JOCTYMHOCTH

IToncucrema obecrieyeHus: LENTOCTHOCTH M JOCTYITHOCTH Mpe/Ha3HauyeHa [jis
obecriedeHHus LENOCTHOCTH M jAoctynHoctd [1/[H, mporpaMMHBIX ¥ anmaparHbIX
cpencts MICII[In VuypexneHus, a Tak ke CpeICTB 3alMTbI, NPH CIy4alHON HIH
HaMepeHHOH MOIUGHKALIUH.

IToncucrema péanusyeTcs ¢ MOMOIIBIO OpraHU3aluH Pe3epBHOTO KOIMHUPOBAHUS
oOpabaTblBaeMBbIX JaHHBIX, @ TaK )K€ pe3epBUPOBAHMEM KJIIOYEBEIX snemeHToB MC-
IT1H.

4.3 IloacucreMa AaHTHBHPYCHOH 32 LM ThI

IToncucrema aHTUBUPYCHOM 3alUTHI MpeaHa3Ha4YeHa IS o0ecIieueHus] aHTH-
BUPYCHOM 3a1uThl cepBepoB U APM nons3osareneit UCITJH YupexaeHwus.

CpencTBa aHTHBHPYCHOH 3allIUTHI NpeAHA3HAYEHBl VIS peaju3aldd CIeNyio-
MUX QYHKIIMHN:

- PE€3UAECHTHBII aHTUBUPYCHBIH MOHUTOPHHT;,
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- aHTUBHPYCHOE CKaHUPOBaHHE,

- CKpHUIIT-0JIOKMPOBaHHE;

- LUCHTPAJIHU30BaHHYO/ yIaJICHHYIO YCTaHOBKY/IEMHCTA/ULILAIO aHTHBUPYCHOTO
NPOAYKTa, HACTPOMKY, afIMHUHUCTPHPOBAHHE, IPOCMOTP OTYETOB M CTATHCTUYECKOM
MH(POPMAIHH 10 paboTe MPOMYKTa;

- aBTOMaTH3HPOBaHHOE OOHOBJIEHHE aHTHBHPYCHBIX 0a3;

- OTpaHWYCHHE IpaB IOJIE30BaTeNsl Ha OCTAaHOBKY HCIIOJHSEMBIX 3a7ad U U3-
MEHEHHS HaCTPOEK aHTHBUPYCHOI'O IIPOrPaMMHOI0 00eCIIeUeHH S

- aBTOMAaTHYE€CKUH 3aITyCK Cpa3y MOCJIe 3arPy3KH ONePallHOHHON CHCTEMBI.

IloncrcremMa peanusyercst IMyTeM BHENPEHHS CIELMAILHOTO AHTHBUPYCHOIO
nporpamMMmHoro obecriedeHus Ha Bce 3nemenTs UCIT/IH.

4.4 TloncucremMa Me:KCeTeBOr0 3KPAHHPOBAHMS

IToxcrcTemMa MeKCeTeBOro SKpaHMPOBAHMS IpeAHA3HAYeHa [JIi peaTH3alliu
CIIeAYIOMUX DYHKITHIHA:

- QUIBTPALMK OTKPBITOTO M 3amMdpoBaHHOro (3akpbitoro) IP-tpaduka o
CJIeIyIOIIUM ITapaMeTpam;

- QUKCalMk BO BHYTPEHHMX JKypHalaX WH(QOPMALMU O TPOXOMALIEM OTKPHI-
TOM H 3aKpbITOM [P-Tpaduxke;

- MACHTH(QUKALMHA U ayTeHTH(QHKAIMIO aIMUHHCTPATOPA MEKCETEBOTO SKpaHa
TIPH €r0 JIOKAJIBHBIX 3allpocax Ha JOCTYII,

- perucTpaluy BXoza (BBIXOAA) aAMHHHCTPATOpPa MEKCETEBONO 3KpaHa B CH-
cTeMy (M3 CHCTEMBI) JTHO0 3aTpy3KH U HHULMAIU3ALMA CHCTEMBI U €€ IIPOrPaMMHOT0
OCTaHOBa;

- KOHTPOJIS LIETOCTHOCTH CBOEH MPOrpaMMHOM U HH(POPMALMOHHON YacTH;

- GUIBTPALNK MAKeTOB CIIYKEeOHBIX MPOTOKOIOB, CAYKAIIUX I AHATHOCTHKH
U yTIpaBlIeHUs] pabOTOH CETeBBIX YCTPOHCTB;

- QUIBTpaMK C YYEeTOM BXONHOIO M BBIXOJHOTO CETEBOro MHTepdeiica Kak
CPEICTBO MPOBEPKH MOATHMHHOCTH CETEBBIX a/IPECOB;

- PETHCTPALMHK U y4YeTa 3anpalliBaeMbIX CEPBUCOB IPUKIIAJHOIO YPOBHS;

- OJIOKHpOBaHHUA OCTyNa HeMJICHTU(QHIMPOBAHHOIO OOBEKTa MM CyObeKTa,
TMOJUVTMHHOCTE KOTOPOTO NPH ayTeHTU(UKALMK He TOATBEPIUIACh, METOAAMH, YCTOMH-
YUBBIMH K IIepexBary;

- KOHTPOJISl 3@ CETeBOH aKTHMBHOCTBIO NPHIOKEHHH W 0OHApYKEHHs CeTEeBBIX
arak.

IloxcucTrema peanusyeTcst BHEAPEHHEM IIPOrPAMMHO-ANNAPATHEIX KOMILIEKCOB
MEKCETEBOIro 3KpaHupoBaHUs Ha rpanuie JICB, kiaccoMm He Huke 4.

4.5 IoacucreMa aHAJIM3a 3aUHIIEHHOCTH
[loncrcTema aHanM3a 3alMIEHHOCTH, TOKHA 00ECIeYnBATh BBISBICHHS YS3-
BUMOCTEH, CBSI3aHHBIX ¢ owrOkamu B koH(urypamuu 10 WCIT/{H, koTopble MOTyT
OBITh UCIIOJIE30BaHbl HAPYIINTEIEM [UIs pealu3aliy aTaku Ha CHCTEMY.
DyHKUHOHAN TOJCHCTEMBl MOXET OBITh pealn30BaH MPOrPAMMHBIMU H IPO-
rpaMMHO-aNNapaTHEIMU CPeICTBAMH.

4.6 IToacucrema oGHAPYKEHHSA BTOPKEHHU i
[Toncucrema oGHapyKeHUsI BTOPIKEHHUH, JOKHA 00eCIIeuHBaTh BBISBICHHE Ce-
TeBbIX aTtak Ha aneMeHThl MCII/IH noakmoueHHble K ceTssM OOLIEro moib30BaHUs U
(MnM) MeXITYHAPOIHOro o6MeHa.
OyHKIHOHAT MOICHCTEMBI MOXET OBITh PealH30BaH NMPOTPAMMHEIMH H IIPO-
IrpaMMHO-alMapaTHEIMU CPEICTBAMMU.
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4.7 IloacucreMa KpunTorpagHYeCKo 3aHTHI
Iloncucrema kpunrorpaduyeckoit 3aIlIUThl NpeAHAa3HAYEHA IS HCKITIOUYEHHS
HCII x 3ammmaemoii undopmanuu B UCIT/In VupexeHus, npu ee nepeiady mo Ka-
HaJlaM CBSI3H CeTel OOIIEro 1ojib30BaHus U (MIIK) MEXIYHAPOIHOIO 0OMeHa.

[Toncucrema peanusyercss BHEIPEHHS KPUITOTpadhHYECKHX IPOrPAMMHO-
annapaTHbIX KOMITJIEKCOB.
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S Hoaw3osareau UCIIAn
B Konnenuuu nadopmaioHHoi 6e30macHOCTH onpe/ie/ieHbl OCHOBHBIE KaTe-
TOpHH MoJib30BaTesed. Ha oCHOBaHMM 3THX KaTeropuu NOJKHA OBITH MpOM3BEeHA
tunusanus nons3osarened MCIT/IH, onpeneneH ux ypoBeHb JOCTYIA M BO3MOXKHO-
CTH.

B WUCII[dn YupexaeHus MOXHO BBIIETUTH CIEOYIOIIHE IPYIIIEI M0I30BATe-
JIel, y4acTBYIOIIMX B 00paboTke u xpanenuu I1]]4:

- Anmunuctpartopa UCIT/IH;

- AnmuHKCTpaTOpa 0Ee30MacHOCTH;

- Oneparopa APM,;

- AIMHHHCTpaTOpa CEeTH;

- Texauyeckoro crenmanicTa 1Mo oOCIy)KUBAHHIO Neprpepuitnoro o6opymo-
BaHUS;

- IIporpammucrt-paspaborunk MUCIT/{H.

JlaHHbBIe O TpyMNIax IOJb30BaTeNAX, YPOBHE UX JOCTYNa U HHOOPMHPOBAHHO-
CTH JIOJIKEH OBITh OTpakeH B [losokeHHe 0 pa3srpaHiyeHyHy NpaB AocTyna K obpaba-
ThIBA€MbIM MEePCOHATBHBIM JIAHHBIM.

S.1 Aamunucrpatop UCIIdn

Anvunuctparop HWCII[IH, coTpynHuk VYupexieHHs, OTBETCTBEHHBIH 3a
HaCcTPOHKy, BHeapenue u compopoxaenne MCI1/Ia. ObecnieunBaer (GyHKIHOHHUPO-
BaHMe nojcucteMsl ynpasienus gocryrnom MCII/a v ynonHomMo4eH OCymIeCTBIATE
NpenocTaBIeHHe U pasrpaHU4YeHre JOCTyna KOHEYHOro roib3oBartens (Omepatopa
APM) K a71eMeHTaM XpaHsIIUM MIepCOHANIbHEIE JaHHbIE.

Anmunuctparop MCIT/IH 061anaet creQyroumm ypoBHEM IOCTYNA U 3HAHUIA:

- obnanaeT MoHOM MHpoOpMaNKel 0 CHCTEMHOM U TIPHKJIAJHOM [TPOrPaMMHOM
obecneyennu MCITdH;

- obnanaet nonHol HHGOpMaNKeil 0 TEXHUYECKUX CPEACTBAX U KOH(GUIypaLuu
HNCITn;

- HMEET JIOCTYI KO BCEM TEXHHYECKHMM cpelcTBaM 00paboTKi HH(OpPMAIMH U
nanHbiM UCIT/IH;

- obnamaeT mpaBaMM KOH(QUIYpHPOBaHHS H aIMHHHCTPATHBHON HACTPOMKH
texHuueckux cpenacts UCTTIH.

3.2 AaMuHHCcTpaTOp 6€30MacHOCTH

AJIMHHHUCTPATOp 0€30MacHOCTH, COTPYIHUK YUpesKIeHHs, OTBETCTBEHHBIH 3a
¢ynxunonnposanue C3I1/{H, BKIrOYas 0OCITy)KMBaHHE W HACTPOMKY aJMHHUCTpa-
TUBHOH, CEpBEPHON U KITHEHTCKOH KOMITOHEHT.

AnMuHHMCTpaTop 6e30macHOCTH oOJajaer CIeAyIOUIMM YPOBHEM IOCTYNa H
3HAHUU:

- obnanaet npaBamu Anmunucrparopa UCIT/Ix;

- obnagaet nonHoi uHpopmanueit 06 MCII1dH;

- IMEET JIOCTYIl K CPEJCTBaM 3allUThl MHQOPMALKUU U NPOTOKOIUPOBAHUS H K
4yacTH KiIroueBbIX anemeHToB MCIT]H;

- HE UMEET IPaB JIOCTYIa K KOHPUTYPHUPOBAHUIO TEXHUYECKHUX CPEICTB CETH 34
HCK/IIOYEHHEM KOHTPOJIBHBIX (MHCIIEKLMOHHBIX).

AnmMuHHCcTpaTop 6€30MacHOCTH YIIOJTHOMOYEH:

- peaM30BBIBaTh NOJIUTHKH Oe3omacHoCTH B yacTH Hactpoiku CK3U, mexce-
TEBBIX 3KPAaHOB U CHCTEM OOHapyKeHHs aTak, B COOTBETCTBHH C KOTOPBIMH IOJIB30-
BaTelnb (Onepatop APM) nonydaetr Bo3aM0OKHOCTE paboTtaTh ¢ anementamu MCIT/IH;

- OCYILECTBIISTh ayJUT CPEACTB 3aIlUTHI;

- YCTaHaBJIMBaTh JOBEPHUTENbHEIE OTHOLIEHHUS CBOEH 3allMIIEeHHOMN CeTH C ce-
TAMH APYTUX YUpeKIEHHH.
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